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Agenda Iltem 6a

Report to the Audit & Governance

Committee
Report reference: AGC-023-2009/10  Epping Forest
Date of meeting: 8 February 2010 District Council
Portfolio:
Subject: Data Protection Breach — Licensing Sub-Committee 3 December
Responsible Officer: 200 lan Willett (01992 564243).
Democratic Services Officer: Gary Woodhall (01992 564470).

Recommendations/Decisions Required:

1) To note the Data Protection Act breach discovered on Wednesday 25 November
2009 after the agenda for the Licensing Sub Committee on 3 December 2009 had been
published;

(2) To note the action taken in response to the Data Protection Act breach;

3) To receive an update on the response of the Information Commissioner, to
whom the Data Protection Act breach was reported; and

(4) To await the outcome of the Information Commissioner's investigation.
Executive Summary:

This report details a breach of Data Protection Act requirements in respect of the Licensing
Sub-Committee meeting on 3 December 2009.

The agenda for that meeting was published on 20 November 2009 and included exempt
information relating to five applicants for taxi drivers' licences. This disclosure subsequently
became the subject of press reports.

The breach was reported to the Information Commissioner who has initiated an investigation.
This report outlines:

(@) the nature of the disclosure;

(b) action taken as a response; and

(© the information being sought by the Commissioner.

Reasons for Proposed Decision:

A report was requested by a member of the Committee and is submitted with the consent of
the Chairman.
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Other Options for Action:
None.

Report:

Introduction

1. The agenda for the Licensing Sub Committee on 3 December 2009 was published on
the night of 24/25 November 2009 via the Modern.Gov system.

2. The agenda comprised a number of licensing items and included licence renewal
applications by five taxi drivers. Those five items were due for publication in private session
because the reports detailed the actual applications submitted by the drivers and made
reference to various personal data including dates of birth, addresses, mobile phone
numbers, National Insurance numbers and, in some cases details of past criminal records.
The applications also enclosed copies of the drivers’ licences in each case.

Data Protection Act Breach

3. The Modern.Gov IT system is set up to deal with Part 2 items. Such items are
published with an annotation “Restricted” and the exempt information category number used
to justify exclusion of the public from that part of the meeting. This is in line with standard
procedure for all agendas. Modern.Gov is configured so that an author publishing private
sector reports receives a prompt immediately prior to publishing the agenda on the website.
This asks the author to check whether it is appropriate to publish the private session items on
the website and, if not, for the author ensure that the two parts of the agenda are published
separately.

4. In this case, the prompt was activated because separate publication of the two parts
of the agenda had not been requested through the system. That prompt was not acted upon,
with the agenda being published with all the private session paperwork on the website on the
following morning.

5. The error did not become apparent until a journalist contacted Public Relations
guerying the publication of personal data on a public agenda. Prior to this, the journalist had
contacted at least two of the taxi drivers to acquaint them with the fact that their details were
available publicly and seeking quotes on what the Council had done. The Public Relations
Section had drawn this to the attention of Democratic Services staff late in the afternoon on
25 November 2009 and the offending material was immediately withdrawn from the website.

6. Overall, these documents were available through the website for approximately

18-24 hours. Publication events for the Licensing Sub-Committee on 3 December 2009 were
as follows:

€) agenda 3/12 published at 14.33 on 20 November 2009;

(b) agenda available at around midnight 1.00 a.m. on 21 November 2009;

(© agenda unpublished at 17.04 on 25 November 2009;

(d) agenda republished correctly at 17.16 on 25 November 2009; and

(e) agenda available at around midnight 1.00 a.m. on 26 November 2009 (scheduled

job).
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6. Contacts from the press occasioned two taxi drivers to contact the Council. One driver
contacted Democratic Services and the other the Licensing Section in the Corporate Support
Services Directorate. Both were offered apologies for the mistake and an assurance that the
material had now been removed from the website. | Willett followed up with letters to each of
the five drivers making apologies for what had happened and enclosing details of the papers
which had actually been published. Subsequently, on the morning of the Licensing Sub
Committee meeting, | Willett spoke to four of the five drivers and offered further apologies for
what had happened.

7. In the meantime, a disciplinary meeting was held with a member of the Democratic
Services Section regarding this lapse in procedure and as a result an informal warning under
the Council's Disciplinary Procedure was given. A requirement was imposed whereby
publishing Part 2 items should not take place without prior checking of the agenda by a senior
member of staff over a period of three months. The interview was conducted by the Line
Manager and the officer in question was very contrite about the whole issue. That member of
staff has however been left in no doubt that any recurrence of such a breach will be treated
very seriously.

Remedial Measures

8. Since this occurrence, Demacratic Services staff have met together to discuss ways
of reducing the risk of this happening again. A range of measures have been agreed which
are now open for discussion with the Licensing Section of Corporate Support Services.

9. These measures are as follows:

@) all previous published Licensing Sub Committee paperwork to be re-checked back to
2005 to ensure no other issues exist (completion by 11 December 2009);

(b) in future all licensing application information to be redacted at source within Licensing
Section (in consultation with legal staff as necessary) prior to transmission to Democratic
Services, particular attention being given to personal information/signatures/address details
or objectors for premises licences which may be irrelevant to the Licensing Sub-Committees
decision making;

(© Licensing Section/Chair of Licensing Committee to consider whether driving licence
copies are required in the information supplied in advance, given that offences are read to the
Sub Committee as part of the opening statements;

(d) Licensing Section to consider using a case reference for each driver's case in order
that cases can be anonymised for agenda and minutes purposes; and

(e) all future agenda merge packs to be checked by a senior officer prior to publication.

10. Further meetings between Democratic Services representatives and Licensing staff
will be held to finalise these arrangements.

11. Subsequently, the Data Protection Officer has suggested that training on Data
Protection Act principles be arranged for Democratic Services and Licensing staff. This is in
the process of being arranged at the present time and will be regarded as mandatory for all
Democratic Services staff involved.

12. There is no necessity to re-configure Modern.Gov in the light of this error. The system
is well provided with appropriate checks. The failure to follow those checks was the subject

Page 5



matter of the disciplinary case. Data from the system is hosted off site and is not available
other than through the Council's website and only if it has been published with public access
in mind.

Information Commissioner

13. The data protection breach was reported to R Palmer and D Newton (the nominated
Data Protection Act Officer for the Council) and was reported on the same day to the
Information Commissioner’s office. The Commissioner’s office have commented informally
about the situation indicating that in the five cases the number of instances and the nature of
some of the material required that this should be treated as a formal breach of the Data
Protection Act. The Commission has responded with the enclosed letter (Appendix 1).

Audit And Governance Committee

14. With the consent of the Chairman, a member of the Audit and Governance Committee
has asked for a report on the circumstances of this breach of data protection requirements
following a press report on 11 December 20009.

15. The request states:

€)) that the Committee be advised of the outcome of the recent loss of personal
information - this is detailed earlier in this report;

(b) a report, in confidence, as soon as it can provided but well ahead of the next meeting
so that members can have an informed debate - now submitted, this report was not
completed until recently;

(© what internal control failure allowed it to happen — none, the failure was as a result of
human error;

(d) was the control failure previously noticed in an internal audit of the responsible
department — no;

(e) if so, was the Department advised to improve the control and did they do so - N/A;

() have controls now been reviewed again and if so, what improvements have been
recommended and what deadline has been set for implementation — Yes, as outlined in the
remedial measures section above and changes have been implemented; and

(9) has the status of risk number 18 (loss and theft of data) been reviewed in EFDC's risk
register and if so what is its revised status (Currently it is at D2, where the D equals low
likelihood which now appears over optimistic) - the Council's risk register has been amended
to C2 (significant likelihood).

Resource Implications:

None.

Legal and Governance Implications:

The Information Commissioner's investigation will determine whether the Council has

breached the Data Protection Act. The Council's governance arrangements have not been
compromised as the appropriate procedures have been adhered to.
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Safer, Cleaner and Greener Implications:
None.
Consultation Undertaken:

Information Commissioner; and
Director of Finance and ICT.

Background Papers:
Letter dated 19 January 2010 from the Information Commissioner.
Impact Assessments:

Risk Management
See paragraph 15(g) of the report.

Equality and Diversity:

Did the initial assessment of the proposals contained in this report for No
relevance to the Council’'s general equality duties, reveal any potentially

adverse equality implications?

Where equality implications were identified through the initial assessment N/A
process, has a formal Equality Impact Assessment been undertaken?

What equality implications were identified through the Equality Impact Assessment process?
N/A.

How have the equality implications identified through the Equality Impact Assessment been
addressed in this report in order to avoid discrimination against any particular group?
N/A.
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Iinformation Commissioner's Office

Promateyg pubilic aocess to officas) mbormation
and protasting yous persenal Bformacion

Mr O Mewton, Asst Director - 1CT
Epping Forest District Council
Civie Offices

High Straect

Epping

CM16 4BZ

19 January 2010

Case Reference Number COMO280537

Diear Mr Newton

| refer to your email reporting to the Information Commissioner's Office {ICO)
that personal data relating to five applicant taxi drivers was inappropriately
disclosed on the Council's website on 24 November 2009,

You indicated that the personal data comprised name, address, phone
number(s), photograph, NI number, driving licence details, driving history and
signature for each of the five applicants, but did not give any further details
about this incident. As | am sure you will appreciate, it is not possible for me
to reach a decision as to what action, if any, the ICO should take without
further information from you.

On its face, this incident appears to reveal a breach of the Data Pratection Act
1998 (the Act) by the Council, in that unauthorised disclosure of personal data
has potentially taken place. For your information, | should point out that the
ICO investigates all reported breaches of the Act by reference primarily o tha
likelihood of detriment {ie damage or distress) being caused to those
individuals whose personal data is or might be compromised. In this instance,
the nature and amount of personal data disclosed would be of great
assistance to any potential identity fraudsters, and the case is therefore
considered serious.

Your report does not indicate whether any check was made to ascertain
whether or not these application details were inappropriately accessed during
the time they were available online - was this done? If so, | require
confirmation of the outcome and, if not, the reasons for this decision. | will
also require written confirmation from you that the personal data mentioned is
no longer accessible by unauthorised persons, and a timeline stating for how
long the data was accessible.

Information Commissioner's Office, \Wycliffe House, VWater Lane, Wilmsiow, Cheshire, SK3 SAF
t: 0845 530 BOBO f:01625 524510 e:rmail@ico.gsigov.uk weico.govuk
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ICO

infarmation Commissioner's Offios

In addition 1o the above, | require the following;

A copy of the taxi driver application form (a blank, specimen copy will
auffice);

A copy of the Council's procedures for dealing with such applications —
with any amendments made or proposed as a result of this incident
clearly marked;

A copy of the Council's data protection and IT security policies, with
any other relevant policies or procedures;

A copy of the letter sent 1o each of the affected individuals, with details
of any complaints received as a result and how these have been
handled {again, copies of correspondence would be most useful); ~
A copy of any internal investigation report, with details of
recommendations made and status of implementation of these;

Details of all steps taken to prevent any recurrence of such an incident;
Details of staff training in data protection issues — specifically:

- when such training is administered (eg at induction, annually);
- how it is delivered (eg handouts, face to face, e-learning);
- whather any test is administered to check understanding;
- whether the training is regularly updated/refreshed and, if so,
how frequently;
- whether such training is on a mandatory or voluntary basis,
{copies of any training matenals used would be most helpful).

If you require clarification of these points, or have good reasons why the
daadline stated below is not achisvable, please contact me.

Dtherwise, | require 8 formal response to these enquiries by no later than
5 February 2010, and therefore leek forward L bearing from you further.
Yours sincarely

Diane Slater

Entarcerment Offficer
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